DINE ] Resilience Watchtower™

Align Supplier Risk Appetite
with Materiality to Your Business

Focus on the Impact of Risk
with Interos Resilience Watchtower

Not all suppliers are equal when it comes to risk management. A disruption
or outright failure of a critical IT system vendor, a supplier of key materials
and components, or a strategic service provider can trigger ripple effects
across your business impacting revenue, brand reputation, or even
regulatory compliance.

The Interos Resilience Watchtower is an additional module that extends
the power of the Interos Resilience Platform by enabling supply chain,
procurement, and third-party risk management teams to focus on and
prioritize risky suppliers that pose the most material impact to their business.

Prioritize Focus Based on a

Supplier’'s Materiality to Your Business

Resilience Watchtower enables you to build custom risk models to assess,
monitor, and prioritize risky suppliers based on their materiality to your business.

Tailor risk models to Incorporate your own Know where
match your risk supplier data to provide to focus with daily
appetite context for risk models Watchtower alerts




Import your supplier data
(criticality, spend volume,
service type, access to
protected data, and other
attributes) to provide context
on your suppliers’ materiality -
what the supplier does

and how critical they are

to your business.

Build custom risk thresholds
for different types of suppliers
using your supplier data

and any combination of
Interos i-Scores, risk factors,
subfactors and attributes.

Watch List

Resilience Watchtower

COMPANY OVERVIEW RISK PROFILE RELATIONSHIPS EVENTS FEl

Date last updated: 58 days ago

Field Name Cafegory

Companias on Restriction
fists

Crifical and Cyber
wvulnerabilifies in SaaSBOM

Critical and low Finance
Crifical and Solvency risk
Crifical Supplier CRIT

Divarse Suppliar DIVERSE

PII_HRISK Calculation Tree

CUSTOM FIELD ((BOSEAN

PII-SHARE

Any are true

True

ATTRIBUTE DecAL

SBOM_VULN_BASE_SCORE
Less Than

7

ATTRIBUTE

SBOM_VULN_EXPLOIT_SCORE
9

Less Than

ED CUSTOM DATA

Last

Impacting e

o Dec 5, 2023

o Dec5, 2023

Decs, 2023

Dec 5,2023

Oct 18, 2023

Oct 27, 2023

(s
All are true

Scenarios allow you to assess and continuously monitor your extended supply chain based on what you care about, identifying risk sooner and enabling you to mitigate faster.
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Resilience Watchtower applies these risk models to create a daily Watchlist of any supplier that fails to
meet your risk appetite, enabling you to prioritize your focus based on the potential impact of a disruption
to your business.

Context is key to the prioritization of risk mitigation and remediation activities. Focus your efforts
on the risky suppliers that threaten your business the most with Interos Resilience Watchtower.

Interos offers the world’s most advanced supply chain risk intelligence platform to provide the Visibility, Materiality,
and Actionability needed to overcome systemic threats to your business. We call this Resilience By Design™ —

Learn More at \0) interos.ai

proactively taking control of risk for competitive advantage.



http://www.interos.ai

